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Summary. The authors prove and substantiate that sliding encryption primitives are a partial case of matrix
operations based on recurrent sequences. It is carried out the research of matrix operations of cryptographic
transformation synthesized on the basis of sum modulo. It is shown how the properties of cryptographic
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transformation results change depending on the module value. Methods and recommendations are offered for
applying matrix operations based on sum modulo to encrypt information.

AHHOTalIl/ISI. B HpeL[CTaBJleHHOﬁ pa60Te JOKa3aHO U O6OCHOBaHO, YTO MNOPUMUTHUBBI CKOJIB3ALICTO
HII/I(l)pOBaHI/ISI SABJIAKOTCA YaCTHBIM ClIydaeM MaTPpUYHBIX onepaunﬁ, TMOCTPOCHHBIX Ha OCHOBE PCKYPPCHTHBIX
HOCHe)IOBaTeHLHOCTeﬁ. HpOBeI[eHO HUCCICOOBAHUC MaTpHUYHBbIX onepaunﬁ KpI/IHTOFpa(i)I/IIIeCKOFO
HpeO6pa30BaHI/IH, KOTOPBIC CUHTC3UPOBAHBI HA OCHOBE OIl€palliy CyMMBbI 10 MOJYJIIO. HOKa3aHO, KaK MCHAKOTCA
CBOWCTBa pe3yNbTaTOB KPHUNTOTpauiIecKoro mpeodpa3oBaHUs B 3aBUCHMOCTH OT BBIOOpa 3HAYCHHS OCHOBBHI
Moxynsi. CorllacHO TONyYeHHBIM pe3yJIbTaTaM, HpPeAIOKEHBI CHOCOOBI M PEKOMEHIAIMU 10 TPUMEHEHHUIO
MaTPUYHBIX OTIEPalNii KPUIITOTpahUIecKOro Ipeodpa3oBaHu Ha OCHOBE CYMMBI 110 MOJYJIIO JUIS IIH(pPOBAHUSA

HHPOPMAIIIH.
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matrix operations, cryptographic primitives, sliding encryption, round key, linear modular equations, logical
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Kniouegvie cnosa: 3awuma unghopmayuu, asmomamuzuposanHvle CUCHeMbl, KpUnmozpapuyeckue memoobl
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wugposanus, Koy payHod, 1uHelHble MOOYIbHble YPAGHEHUS, T02UYecKUe QYHKYUU.

Introduction. The latest information technologies
and communications are increasingly being
implemented in critical applications. In particular, they
are used to ensure the functioning of information
processes of government institutions, military and
industrial complexes, management structures of
energy, transport, financial, banking, business, and
other activities. Therefore, the vast majority of world
countries, including Ukraine, recognize the protection
of information resources from unauthorized use as an
important component for realizing national interests.
The transition to the digital economy has raised new
challenges to ensure the security of financial
intermediation [1]. The need to improve the
effectiveness of information security measures for
financial information is primarily due to the rapid
growth of successful cyber-attacks on banking and
financial institutions over the past few years, both in
Ukraine and in other countries.

The proliferation of information networks and
distributed automated systems has contributed to the
emergence of a new, multilateral or group, form of
communication. In the digital economy, financial
intermediation in today's infocommunication space can
be attributed to this form of communication. Therefore,
the implementation of cryptographic data protection is
one of the most important theoretical and practical
problems of today.

The development of computer science and
computer technology combined with information and
telecommunication systems has led to a significant
increase of information value. It determines the level of
information security. Modern information technologies
require high-level security for large amounts of data.

The processes for transmitting, disseminating,
storing, processing, and using information must be as
fast as possible, least costly, as useful as possible,
convenient, automated, and secure at the same time.
Thus, increasing the efficiency of cryptographic data
protection today is one of the pressing problems of
information security.

Literature review.  “Symmetric  Block
Cryptographic Data Conversion Algorithm with
Dynamically Controlled Encryption Parameters” and
“Block Symmetric Cryptographic Data Conversion

Algorithm with Dynamically Controlled Cryptographic
Primitives Stochastic Replacement Process” were
presented at the open competition of symmetric block
cryptographic algorithms [1]. They first used variable
encryption primitives [2]. The main advantage of the
proposed solutions is the increase of algorithm
cryptographic strength. It is achieved by providing
dynamic change in both encryption parameters and
cryptographic primitives. However, providing flexible
control of encryption process and increasing the
number of parameters, including crypto primitives,
cause a slowdown in encryption speed. Although this
performance loss is negligible, because it is
compensated using high-speed hardware.

It is advisable to use this principle of encryption
improving for SEP. This can increase the conversion
crypto strength. In addition, the basic ways to increase
the crypto primitives speed should be considered to
ensure their effectiveness.

The papers [3, 4] describe the use of SEPs for
symmetric  block cryptographic algorithms. In
particular, it was proved in [5] that the process of
implementing SEP can be paralleled by the use of
matrix operations of cryptographic information
transformation. In [6, 7] it is proved that matrix
operations of cryptographic transformation based on
addition modulo can be used to increase crypto
strength. The works [8-10] discuss the construction of
a mathematical model for performing group matrix
cryptographic transformation. The main advantage of
its implementation is to increase the speed of
cryptographic algorithms.

Therefore, a promising task is to develop methods
and recommendations for implementing sliding
encryption for a given number of primitive elements
based on the use of recursive dependencies.

Formal problem statement. As we know,
information security can be done in two ways: restrict
access to information by organizational measures, or
convert information by the way known only to
legitimate users. In today's globalization and
digitalization context, information must be transmitted
through  unsecured = communication  channels.
Therefore, the second method has a clear advantage.
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The main characteristics of cryptographic systems
are the strength and speed of conversion. Both
characteristics need to be permanently increased. This
increase should be not less than the increase in
productivity of computer facilities.

Considering the success of implementing
cryptographic methods of two-way communication
security, today the attention of specialists is focused on
applying existing and creating new cryptographic
algorithms for group communication security. Both
theoretical aspects of mathematical improvement of
traditional algorithms and practical aspects of
development of such software systems are being
investigated. At the same time, there are objective
obstacles to the widespread practical implementation of
software for protecting group information processes. In
particular, the problem of resolving the contradiction
between providing algorithm cryptographic strength

inputs

key, output,

input,

output,

and its speed remains open. There are also significant
difficulties in software implementation of already
existing cryptographic algorithms and its related
services in a group communication environment.

Therefore, the main task of this work is to improve
the efficiency of data cryptographic protection by
increasing the speed of information transformation
through implementing sliding encryption primitives
(SEPs) based on matrix operations of cryptographic
transformation.

The use of matrix operations of cryptographic
transformation in sliding encryption primitives. The
process of implementing the logical SEP can be
represented by the structural scheme of information
transformation (Fig. 1), where key: is a round key
element, input; and output; is i-th elements of input and
output data resp. [5, 11].

input, inputo

output, output,

Figure 1. Structural scheme of implementing the direct left-sided SEP

The transformation scheme shown in Figure 1
corresponds to a system of linear modular equations [5,
11]:

output; = inputs; @ key;;

output, = input, @ outputs;
output,; = input, @ output,;
output, = input, @ output;.

In the shown sequence of information
transforming implemented by SEP, operations are
performed bit by bit over each pair of adjacent
operands.

The study of sliding encryption multiple primitive
made it possible to state the following. The functions
for converting sliding encryption elements are
represented by recurrent sequences and are special
cases from the whole variety of recurrent sequences
that can be applied for synthesizing matrix operations
of cryptographic transformation [12].

Thus, the function of converting one element of
six-fold simplified sliding encryption can be described
in a recurrent sequence g, = q,_g D input,_, P
input, where q; is element of sequence of six-fold
encryption. The six-fold SEP based on this recurrent
sequence can be represented as a matrix model [11, 13]:
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Output =

input,

input,

input, @ input;
input, @ input,
input; @ inputs
input, @ inputg
inputs @ input,
inputg @ inputg

input, @ input, @ input,

input, @ inputg @ input,,

input, @ input; @ inputy P input,,
input, @ input, @ input,, @ input,,
input; @ inputs @ input,,; @ input,;
input, @ inputy @ input,, @ input,,

key, Ga.ke'yz. 69 kley'3 69 I.ceiq 63 keys @ key,

key, @ key; @ keys

key, ® key;
key, @ keys @ keys
keys

keyg
Do

key, @ key; @ keys
key, ® key;

key, @ keys @ keyg
keys

where key; is a round key elements.

The recurrent sequence that describes the round
key processing unit is represented as keyn=keyn.g since
key, @ key, @...® key, = key, and round Kkey
random elements are formed on the basis of the same
algorithm. Consider Shannon's theorem, which proves
that reusing the same algorithm does not increase
transformation strength. It can then be argued that

key, @ key, @ key; D key,

key, @ key, @ key; @ key, @ keys @ key;

key, @ key, @ key; D key,

reusing round key elements does not increase
cryptographic strength.

On this basis, it became possible to optimize the
operation of cryptographic transformation of round key
processing unit without crypto strength reducing by the
following model [11]:

key:
input, key,
input, @ input, key,
input, @ input, @ input, key,
Output = | input, @ input, @ input; @ input, @D | keys ,

input, @ input, @ input; @ input, @ inputs keyg
e keys

input; @ input, @ input; H . . . . . @ input,/ | .........
key,

where L is a number of rounds.

Thus, the optimized operation compared to the
implementation of matrix operation allows increasing:
the round key processing speed for the SEP model up
to 5 times; the speed of cryptographic conversion
operations up to 2 times.

This optimization allows reducing the hardware
complexity of SEP implementing by reducing the
number of sum modulo 2 operations.

A generalized expression of the recurrent
sequence is obtained to describe the multiple direct SEP
[14]: outputf = outputf , @ outputf~* where
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outputk = outputk=1,i € {1,...,d}, kis a number of
rounds of sliding transformation, and d is the bitness of
transformation, and output! is i-th element of output
data for j-th round resp.

An effective way to increase the crypto algorithm
security is to use multioperational matrix cryptographic
primitives. A computational experiment was conducted
to simulate two-operand matrix operations suitable for
cryptographic transformation. The essence of the
experiment was to search operands combinations for
synthesizing the matrix operation, which will provide
an avalanche effect in information cryptographic
transformation. The result is a set of cryptographic
transformation operation models.

The analysis of the experimental results made it
possible to generalize them with grouping by the type
of transformation (Table 1) [15]. The symbol z denotes
the presence of permutation, x; are the input operands.

Analysis of the results of operation simulations
showed that these operation sets are mathematical
groups up to permutation. These operations can be
used, for example, in multiple SEP implementing.
Thus, the synthesis of direct SEP may use other
synthesized operations instead of sum modulo 2.

Then a generalized recurrent sequence model can
be written as output¥ = outputf ,(V)outputF?
where outputk = outputk=t, i€{1,...,d}, , and
(V)is a two-operand cryptographic operation.

A multiple SEP operation can be changed for any
encryption round. Moreover, it can be changed several
times in the encryption round.

The number of SEP elements determines the
maximum number of round variable operations.
Therefore, a generalized recurrent sequence model of
multiple SEP with round variable operations can be
represented as output’ = outputf ,(Vk;)outputf=?
where output(’;" = outputf;i_l, i€e{1,...,d}, , and
(Vk;) is a two-operand cryptographic operation to
convert the i-th element for the k-th round.

The use of matrix operations of cryptographic
transformation makes it possible to parallel the process
of implementing SEP.

The use of matrix operations for multiple
simplified sliding encryption reduces the number of
operations compared to one-time simplified sliding
encryption. This gives benefits both in time and in the
complexity of implementing primitives.

Table 1

Generalized models of operation groups

Group number 011213 Operation model
O|la|bl|d]|c I
xl] ifz, = 0,2, = 0;
1 X2
1(bla|c]|d il 2 1] ifz, = 0,2, = 1;
1 0171319 = :xz ®1
1 .
2ldlclalb X, ]lle =1,2z,=0;
x, D 1].. _
3 . q b . x, @ 1 ifz, =1,z, = 1.
Ojla|c|d]|b
[xl & xz] ifz, = 0,2z, = 0;
X3
1{c|d|b|a [2 g ﬂ ifz, = 0,2, = 1;
2 0319147 =
i x; Dx, B1].
2 1]d b a c [x; 2 ]1fZ1 =1,z,=0;
X1 o _
3 b a c q X, @ 1] ifzy =1,z, = 1.
Ola|b|c]|d [, )
x, ® xz] ifzy = 0,2z, = 0;
1|blaldl|c ileax@lile:o,zz:l;
3 0301913 =14 ! 2
X1 D 1].
2 c | d b a x, D1 ifzy =1,z, = 0;
% @ 1] ifzy =1,z, = 1.
3|d|jc|al6b [ X7
4 0O|lal|d|b|c
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l1|d|c|a]|6b

x,].
[xi] ifzy = 0,2z, = 0;

I:il @ 1] ifZl = 0, Zy = 1;
0413722 = § le _
[xz @ 1] lle = 1, Zy = 0;
[xz D1
x, D1

ifZl = 1,22 = 1.

Conclusion. On the example of SEP, methods for
constructing cryptographic primitives have been
improved by applying cryptographic transformation
matrix operations. This made it possible to build
generalized operation models that implement multiple
sliding encryption. Generalized recurrent sequences
describing the information conversion functions during
multiple sliding encryption are obtained. This made it
possible to build algorithms for parallel implementing
crypto primitives of multiple sliding encryption of a
given number of iterations. These results provided an
increase in encryption speed of up to 2 times and
strength to linear cryptanalysis when implementing
multi-round SEP.

The technology of operations synthesis for
multioperational matrix cryptographic primitives is
proposed. It uses the table model of crypto conversion
operation. The technology is based on the new groups
of operations up to permutation of both the input
operands and the results of the operation.

The application of the results ensured the
operation variability in improving multioperational
crypto primitives and increased the strength of crypto
algorithms built on their basis.

Thus, in this work a method for protecting
information from unauthorized use is proposed. It
consists in implementing cryptographic primitives of
sliding encryption with optimized structure. These
primitives were synthesized using cryptographic
transformation matrix operations. Multiple SEP or
multioperational matrix cryptographic primitives
should be used to increase information security.
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